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ABSTRACT

Within the context of the 4th Industrial Revolution as an overall paradigm change, organization and work
processes must switch together with automation following and real-time control. This applies to the contents of
labor and to the interaction and connection between human and technology. Up to this point, there are only a few
empirical studies about how digitized, decentralized and closely connected production system with "Cyber-
Physical-Systems" change the task and and competence profiles in the workplace. One outcome will be that
intelligent workpieces will manage their way into production themselves. Depending on the implementation
level of Industry 4.0 in companies, vocational education and training for the workforce is highly relevant and the
vocational systems have to respond to the needs and expectations of the new technological challenges.
Successful reactions of the vocational systems towards the 4th Industrial Revolution have to focus on curriculum
development, teacher training and training of highly skilled workers. Approaches to fulfill these requirements
will be discussed in this paper.
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INTRODUCTION

The 4" Industrial Revolution involves
technological ~ advancement focused on
technology combinations, including the Internet
of  Things, artificial intelligence, and
cybernetic-physical systems. These
advancements significantly affect the nature
and interactivity of human labor, skills, and
qualifications. The increasing prevalence of the
4th  Industrial ~ Revolution  alters  the
requirements  for  skills, labor  market
mechanisms, and  employment  [1]-[3].
Digitalization, automation, and robotization are
transforming the structure of work (digital
Taylorism),  negatively  impacting  both
conventional routine works and highly skilled
professions [1], [4]. The growth of the 4th
Industrial Revolution drives the separation
between the low-skill and high-skill workforce
categories by decreasing job opportunities for
the first category and dramatically increasing
them for the second category, thus creating
social dissatisfaction, insecurity, and
tensions[1]. Research [5]on the impacts of
Industry 4.0 for the metalworking and

electronics manufactory in Germany revealed
technical  skills and  qualifications of
manufacturing workers and specialists will not
reduce their significance and applicability.
There are proposed different scenarios of
future development of technologies and work
organization with rather contrasting views on
the implications of the 4th Industrial Revolution
for skills and jobs: starting from the elimination
of the routine jobs and operations that are easily
susceptible to algorythmization (including even
highly skilled jobs) to the increasing complexity
and enrichment of skilled and highly skilled
jobs and related work processes with the new
tasks and operations related to digitalization,
increasing networking of work processes and
informatization of work [6], [7]. The
adaptations of qualifications to the requirements
of Industry 4.0 are focused on the improvement
of their responsiveness to the changes in the
world of work. However, there is a lack of
research and expert discussion on the
implications of Industry 4.0 for professional
qualifications and their systems. This paper
seeks to fill in this gap and to initiate a more
profound discussion about the change of
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vocational and professional qualifications
created by the advent of the 4th Industrial
revolution.

A FRAMEWORK OF CHANGE OF
QUALIFICATIONS IN THE CONTEXT
OF INDUSTRY 4.0

Industry 4.0 exerts some impact on
qualifications outlined in different studies of
development and literature[5]-[7]. Two main
scenarios and their changes are discussed: (1)
Changes of the content of work processes
related to applied technologies, executed tasks,
and work organization, etc., and (2) Macro-
structural changes of work or work and labor
market resulting into vanishing and emergence
of occupations and professions.

The first type of change enhances new
competence requirements and needs and fosters
adjustments and updating of qualifications,
whereas the second type of change mostly leads
to emergence and extinction of qualifications.
Both types of changes foster different shifts of
the structure of qualifications, for example,
increasing fragmentation of qualifications by
seeking to increase the flexibility of their
contents and adaptability to the requirements of
fast  adjustment or  hybridization  of
qualifications caused by the merger of the
different work processes due to technological
development. These changes also influence the
patterns and pathways of design, awarding and
maintenance. They tend to require an increase
of personalization and individualization of
qualifications, a proliferation of corporate
qualifications, enhance virtualization of the
design, awarding and maintenance of
qualifications.

Character of Industry 4.0

Meanwhile, industrialization has been
going on for 250 years and is composed of a
constantly evolving dynamic network of
corporate-organizational and socio-institutional
structures that have also ignited technological

innovations[8]. This transition was followed by
a thorough division of labor, a significant
increase in productivity and a decrease in labor
costs. The essence of work itself has changed
during this period. In this sense, the central
statement focuses on (1) the mechanization and
automation of specialized manual labor and (2)
the computerization of brain work (knowledge
work) with the aid of algorithmic signal
processing (digitalization)[8].

This method is assisted by the production
technology, and above all by the automation
process[9]. They reinforce the sense of the word
digitalization or "4th Industrial Revolution" by
highlighting that it is not adequate to solely talk
about digitalization. Digitalization does not
only include digital control of physical
processes designed with human interfaces (as is
the case with machine control tools such as
CNC programs, free programmed control
systems, driving regulations for drive systems).
What's recent is the situation in which many
digitally = controlled  processes  connect
horizontally and vertically with the internet
through top-level data transmission (e.g.
Internet of Things and Services[10]. In addition,
those processes are assisted by the Artificial
Intelligence frameworks, providing entirely
new spaces for interaction between machines
(e.g. multi-agent systems) and also between
humans and machines. Examples include (1)
linking of products and information (e.g. via
RFID chips), (2) high velocity of information
transfer (broadband), (3) unlimited storage
options (“Cloud”/“Big Data”), (4) virtualization
of equipment and products ("Cyber-Physical
Systems"), (5) quick processing of a high
wealth of information (“Real-Time processing,
computer farms”), (6) objects communicating
with each other (“Embedded Systems*), and (7)
globally accessible data and services (“‘Smart
Technologies®).

Less technologically oriented dimensions
are (1) high-velocity innovation, (2)
optimization and mastering of processes, (3)
cooperation in heterogeneous teams, and (4)
creativity during problem-solving processes.
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Therefore, there is more to be explored
beyond digitalization as discussed in the
technical context [9]. This development has
been dubbed 'The Second Machine Era' and
acatech — the German Academy of Science
and Technology —[11] has been labeled the
'Fourth Industrial Revolution.' "Digitalization"
mentioned in this article is interpreted to
involve the influence of Artificial Intelligence,
considering its social implications along with
the Industry 4.0 context. It is intended to
illustrate the distinctive features of this type of
digitalization applicable to work in the
manufacturing sector.

This idea of digitalization demonstrates
the social importance of the developments, the
evolving nature of interpersonal
communication, man-machine-interaction and
machine-machine-interaction with their major
effect on the shaping of work, structure of
work, economy, learning, requirements, and
professions.

Development Trends of Digitalization
The scope of digitalization

Digitalization is a contradictory process.
On the one hand, digitalization is a
rationalization strategy with considerable risks
for employment and working conditions. On the
other hand, digitalization allows for the
humanization of the world of work, prevents
de-qualification and could contribute to
demanding work that is supported by learning.
However, it remains to be seen whether the use
of technology and differentiated work
organization in digitalized enterprises will pave
the way for humanized work. This will depend
on the orientation of the shaping of work and
the availability of the required skilled
workforce. In any case, vocational education
and training is a key element for accessing the
potential for a humane orientation of
digitalization.

The development of a digital economy
tends to increase the importance of appropriate

competences as a key source of trust between
producers, service providers and customers
[12]. At the same time the digitalization of the
economy and the advent of the 4th Industrial
Revolution also potentially create important
socio-economic dangers and risks that cannot
be ignored when analyzing the implications of
the change of required competence and
development trends. For example, the kind of
competences that are needed is strongly
influenced by the particular work organization;
e. g. changes brought about by the advent of
Industry 4.0, especially the individualization
and growing autonomy in the execution of
work, as well as the fragmentation of many jobs
into micro-jobs [12]. This has a deep impact on
the socio-economic balance (see Figure 1) if it
concentrates on one of the three pillars of the
model which is depicted in Figure 1.

Digital Taylorism based on
standardization and subsequent digitalization of
the execution of complex work processes and
Hhighly  skilled®  tasks  increases  the
replaceability of the highly skilled workforce
[4]. The autonomy of medium and even highly
skilled employees is also being contested and
challenged by the increasing digital control of
the execution of work tasks [12], [13].

Schwab [1] suggests the effects of
digitalization for employment and industries
depend on the interplay between the disruptive
impact as technology-enhanced disruption and
automation replaces labor resources, thus
pushing labor to pursue other areas of use for
their skills and the capitalization impact of jobs
created, industries and companies generated by
new goods and services requirements. IT and
other disruptive technology advances improve
productivity by eliminating current workers
rather than producing new products that need
more labor to manufacture them. This
advancement tends to result in employment
growth in high-income knowledge-intensive
and innovative occupations, as well as low-
income manual employment that cannot be
easily automated [1].Simultaneously, there is a
major decline in daily middle-income
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employment. It promotes a greater division of
skills and profits [14]. In comparison, the role
of skilled labor in managing
production processes in increasingly digitalized
production environments is growing. The
increasing complexity of work tends to increase
the significance of non-routine activities in

complex

highly automated production processes and
requires to subjectivize the work procedures by
holistic perception, to apply explorative and
dialogical approaches, intuition, empathetic
bearing [14]. This is supported by the findings
of the baymevbm study in the German market
[4], [15].

The 4th Industrial Revolution is also
expected to  challenge the  stability

Physical
requirements

Skilled workers:
- task profile

- qualification

- experience knowledge
- shaping margin

g

of the structure and contents of competence.
Competence will cease to be just defined by
more or less stable capabilities within a
profession or domain of expertise, but rather by
the continuous evolvement of dynamically
changing capabilities through acquiring new
skills and approaches to acting in the changing
variety of [1]. These issues raise the following
questions: (1) What is the role and place of the
human factor in future socio-economic
development related to digitalization? (2) What
kinds of competencies are needed to access and
ensure decent work and employment under the
conditions of digitalization?

Framework prerequisites: economical,
strategic, normative, societal

Psychological
requirements

Work organization:
- Division of work

- Cooperation

- Communication

- Management structure

Figure 1. Socio-Technical Model [16]

Technological view of development

The 4th Industrial Revolution has been
mainly described by the term DISRUPTION. It
is presumed that due to the multifunctional
abilities of technical facilities such as Cyber-
Physical Systems (CPS) as well as the
supporting sensor-actuator technology and
platform technologies, considerable changes
will emerge in different economic sectors such

as Industry, Handicraft, Health System,
Education, and others. It is expected that these
technological innovations will lead to a
considerable optimization of work processes in
companies.

CPS can determine and analyze the
relevant dimensions of certain environments
based on available global data and the action
upon the physical world with the assistance of

actors.  Therefore, the aim is to use the
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technological means of micro-systems and
information technology to create accessible and
interconnected systems that use sensors to
collect, analyze, interpret and make data

accessible for internet-based services

concerning particular circumstances in the
physical environment.

’ Computer
i Microprocessor
' Computer graphics
Computer networks
Databases
Al, Machine learning
Computer vision
Internet
MAS

Wireless comm., sensor
networks, 10T

Embedded systems
Semantic web
Grid computing
Cloud computing

Virtual
world

The interconnectivity in CPS between the
physical and the virtual reality leads to new
dynamic production processes that were
previously not feasible. It can be considered as
the integration of physical
phenomena (see Figure 2).
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Figure 2. The Convergence of the Technology [17]

Industry 4.0 is among the application
fields based on the Internet of Things [3], [18].
Objects in the physical environment are linked
to the digital world [16], [19]. Therefore,
Industry 4.0 can be considered as the firm
formation of the Internet of Things through
CPS. However, Industry 4.0 embraces a more
systematic definition of interconnectivity that
seeks to analyze and interrelate all phases of a
process of creating values. The
"interconnectivity intelligence" is supposed to
cover the entire factory, whereby intelligent
machines are required to coordinate the
production processes on their own [9], even to
the point of organizing the logistics. Human
beings, therefore, hold the pivotal role within
Industry 4.0 of controlling and managing the
system. Industry 4.0 can reasonably be
identified as a production paradigm as we
have intelligent factories on the one hand, and

production and logistics mechanisms on the
other, which are interconnected globally
through theinternet.This enables a flowof
materials that can be optimized and
interconnected to a degree so far unknown.In
Germany, this development has been regarded
as part of the fourth wave of
industrializationwhich is commonly referred to
as the “intelligent factory” or “smart factory”.
This form of technological advancement
must certainly be handled as a long-term
strategic program aimed at creating intelligent
closed processes in manufacturing and
neighbouring fields as well as in the entire
value-added production chain. It includes
revolutionary  concepts of man-machine
interaction, to navigate future work-processes.
It is a question of top importance how
education, training and further training should
react to digitalization. From the perspective of
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technological development, digitalization and
Industry 4.0 continue what has already played
an important role in shaping the world of work
and the structures of production since the
implementation of computer technologies —
with first steps in the 1950s and 1960s. How to
react to these developments has been a
permanent issue for the development of training
programs and it is likely to continue this way.

The Digital Economy and Change in the
Structure of Work

Digital Taylorism based on
standardization and subsequent digitalization of
the execution of complex work processes and
highly skilled tasks increases is replaceability of
the highly skilled workforce [4]. The autonomy
of medium and even highly-skilled employees
is also being contested and challenged by the
increasing digital control of the execution of
work tasks [12], [13].

Answering the first question from the
anthropological and ethical perspective leads to
the assumption, that the human factor should
constitute the basis of socio-economic
development related to Industry 4.0 [20],
as well asto the belief, that people and

= duplication every 18 month
= duplication every 12 month

=== combinatorial growth
collective
intelligence
replaces
top-down-
control

Big Data allowes
evidence-based
decisions
Too little data
for good decisions

years

systemic
complexity

Amount of data

Computer
performance

improvement of the quality of work and its
accessibility for all [21].

Answering the second question, many
authors suggest a holistic approach of
competence that enables us to deal with the
perspective of an unknown future. An
interesting example of such an approach of
competence is suggested by [22]. His
competence model contains  capabilities
required for dealing with global openness and
new perspectives, such as abilities to analyze
and evaluate future-oriented developments, to
promote interdisciplinary knowledge and to act
in an interdisciplinary way by recognizing and
assessing risks, dangers and uncertainties. With
these and other elements “Competence 3.0"
enables creative solutions to the unknown
problems and constant optimization of the state
of customers, commissioners, citizens, co-
workers, students, etc. [22]. This second part of
the answer guides us to long term perspectives
and activities within TVET. Yet, even under a
short term perspective answer are necessary
about the requirements of the industry. Already
today and in the near future, the question of
which kinds of competencies are needed to
develop is highly relevant.

Digital growth

The fast-paced networking of
the world is explosively
increasing the complexity of
our societies. The traditional
principle of top-down-control
does no longer suffices.
Approaches to shared control
are getting more important.
Adequate problem solving can
only be safely guarded by
collective intelligence.

Figure 3. "The Digital Manifest": Growth in Data
Source: Spektrum der Wissenschaft, SonderausgabeDas Digitale Manifest, 2016
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Digitalization is seen as a paradigm shift
whose primary objective is to implement
Industry 4.0, networking and virtualization in
all areas of the company. Thus, besides Industry
4.0, there is an intense industrial-political
debate on the terms of Economy 4.0, Job 4.0
and Learning 4.0[23].

The discussions address the growth
prospects of digitalization. Regardless of the
problems that remain open about the
consequences of Industry 4.0, IT-security, data
protection, about significant industry shifts,
concerning the effect of digitization on jobs,
qualifications, the workplace, mobility,
productivity, protection at work and so forth,
innovations that promote Industry 4.0 are
highly pursued by politics[24].

Research investigating the specifications
of automation in the workplace focuses the
"ironies of automation" that characterize
employees' dilemmas in highly automated
workers participate in a
controlling and monitoring role, but at the same
time they have decreased chances of fully
understanding ongoing processes due to
growing automation.

This insight is necessary for gaining the
essential experience for problem-solving [25].
All in all, it must be predicted that workers in
many areas will continue to play a significant
role in the manufacturing cycle. Questions

environments:

which demand clarification in this respect are as
follows: (1) How do the workers interact with
the latest interrelated production environment,
which can be expected to be smarter than the
current settings according to all reports?, (2)
What kind of transition will the qualifications
and competency profiles undergo? And (3)
Why does this occur? What are the most critical
and controlling factors of influence for the
design of networking processes?

This raises the issue of how far-separated
production areas can be viewed as hybrid
clusters of competence to control intelligent
production processes, such as system building
and information technology. Issues regarding
training and the change of occupational

requirements as they refer to initial and further
training have only been in the focus of research
since 2015. Anyhow, this can so far only be
described as a careful approach to these
questions which is most probably due to a lack
of empirical studies. These revolutionary
technological structures would have a major
impact on the layout of production processes.
The definition of complex and difficult
"machining systems" into the digital and virtual
operation of machine tools will transform work
processes because automated machines can take
over "dangerous," "very complex," "dreary" or
"easily = performed"  operations.  These
innovations are not entirely new, but their
introduction effects on the task profiles shift to
allow them more or less demanding [26] as men
and machines will work together across
different interfaces. There is a trend that more
and more portions of human activity are
handled over by machines in the work
processes and have a significant effect on the
actions and critical thinking ability of the
workers involved in this process. Decoding
those innovations is crucial for vocational
education.

Changes of Work and Requirements

Case studies in companies and expert
interviews [5]  summarize the challenges
arising from the implementation of Industry 4.0.
Skilled workers, master craftsmen, semi-
engineers, i.e. individuals with an occupational
technical  education and training and
corresponding further training should be
qualified for specializations applicable to
Industry 4.0. They have to understand processes
in their complexity and to secureperfect
operation of plants. The skill in networked
systems with decentralized intelligence, the
ability to handle and evaluate data and the
capacity to secure perfect plant operation are
among the key essential criteria for work at
production facilities. Other than this, it is
required, of course that the existing
conventional roles for skilled workers will still
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be coped with. The thus-far setting of main
concerns on general questions of Industry 4.0
have to be expanded by technological priorities
(CPS), by problem of work organization, by
questions of work design, data security,
programming techniques, troubleshooting and
problem solving with the support systems and
data analysis.

The technical networking applications
and their associated CPS components are
turning continuously to be prevalent. Therefore,
along with the growing diffusion of Industry
4.0, plants and machines need to be planned and
controlled beginning with (1) networking
within heterogeneous facilities, (2) CP-systems
and their general functioning, (3) the software
and their embedding into processes.

Therefore the human-machine
relationship is evolving significantly. It is
indicated by the increased use of image
processing, the transmission of information in
different wuser appliances through visual
processing, the use of videos and audiovisual
language, etc.

In other words: context-related data that
offers information about plants, manufacturing
processes, and process operations are dominant.
The action of the machines is monitored,
analyzed and recorded with the assistance of
integrated sensors and actuators. For the plant
operator, the worker, the skilled worker, the
data obtained are transformed into the
information. The recorded data form again the
basis for devices which, according to the
situation, have to be employed by skilled
personnel[5].

This is the issue of how Industry 4.0 can
alter the organizational processes and thus the
hierarchies in the companies. There are not
many unambiguous studies available. So it
remains unclear whether other decision-making
processes on the skilled-worker-level can
change.Is there still room for co-shaping by
human beings in Industry 4.0 or will Industry
4.0 promote a “Taylorism 4.0”? The developers
and drivers of the Industry 4.0 concept continue

to emphasize that they strive for a cooperative
relationship at all levels. Humans should be
allowed to determine how their work is
influenced by production. The working group
Industry 4.0 comments: “The Smart Factory
contains opportunity structures for a new work
culture which is oriented towards the interests
of the persons employed. Neither technology
nor technical constraints should decide on the
quality of work but scientists and managers
who will shape and implement the Smart
Factory. What is necessary for this situation is a
perspective of socio-technological shaping
within the organization of the work, further
training, as well as technology and software
frameworks with close mutual coordination.
They should be "smooth" and concentrate on
facilitating intelligent, cooperative, self-
organized interaction through the entire value-
added chain between the workers and/or the

technical operating systems [27].
Changes on Skilled Worker Level

Several studies with different goals have
examined the development of "Industry 4.0"
towards digitalization and its impact on the
workforce. The results of the studies indicate
that the current state of "Industry 4.0"
implementation does not yet enable a reliable
determination of the development of the need
for skilled workers.

However, all findings conclude that
employment opportunities for low-skilled
employees will decrease along with the
"Industry 4.0" implementation. It is expected
that businesses will have a higher need for
trained skilled workers and academically
qualified personnel. However, the estimates
only rarely collected in an empirically valid
way.

Based on own surveys [5], the following
tendential statements on the projected need for
skilled workers can be summarized as
follows[28].
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RESPONSES OF THE VOCATIONAL
EDUCATION SYSTEMS TO THE
CHALLENGE

The technological and organizational
changes of the 4th industrial revolution often
require holistic and flexible answers from the
qualification and education systems. These
changes tend to merge and integrate different
roles of employees, such as problem-solving,
providing expertise, generation of ideas and
solutions, development of products, services,
and work processes, decision making. It fosters
interdisciplinarity of the applied knowledge and
skills and integration of the engineering
professional competences (such as mechanics,
electronics, mechatronics, networks, and
software) with the advanced IT know-how and
social competences. These developments can
have different implications for the provision of
education and training and qualifications. On
the one hand, there is a variety of special
training programs oriented to the solution of
concrete problems and challenges related to the
implementation and development of Industry
4.0 solutions that are provided by the leading
technological companies. These training
programs are often provided by using learning
systems equipped with innovative industrial
technologies or simulations of technological
and work processes. Usually, such training
courses are flexibly focused on the concrete
aspects and competence requirements of
Industry 4.0 in the process of production that
creates a modular character of related curricula.
Similarly customized basic and advanced
training programs for the customers and users
of the technological products and services are
being developed. Such modular training
programs permit to acquire the competencies
needed to deal with particular issues of Industry
4.0 components, as well as to accumulate the
sets of competencies needed for the
management of the whole technological
components and functions in the different
workstations.

On the other hand, the development of
Industry 4.0 requires holistic and open models
of competence based on the systemic
understanding of the work processes and their
networking interrelations, as well as capabilities
to combine real and virtual world information.
Skills and competences of the process
engineering become increasingly relevant and
important for the execution of skilled workers
in production.This is exemplified by the
paradigm of augmented operators who are able
to interact with intangible assets and digital
content. These developments increase the
demand for solid occupational based
qualifications underpinned with the
systemically provided knowledge and skills.

CONCLUSION

Modifying production systems that
incorporate more cyber-physical structures must
be assessed in the curricula for initial vocational
education and further training. Within the
context of the company's future growth,
workers will thus contribute to long-term
development processes and process
optimization. This applies not only to
occupations such as mechatronics, automation
technology electronics technicians or industrial
mechanics who currently work most often in
maintenance divisions, but is also essential for
other industrial occupations. All industries have
to deal intensively with digitization issues to
recognize the role of software and networking
within Industry 4.0.

One of the key challenges is to improve
and maintain access to skills and qualifications
for all in the changing socio-economic
situation, especially when the technological
development tends to favor highly skilled
people and thus dramatically increasing the risk
of the Matthew effect. This situation presents
the challenges both on the national level (to
foster access of skills and qualifications in the
national education systems and systems
of qualifications) and on the international level
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to improve access to skills and qualifications in
the global labor market by making national
systems more open and accessible for
“outsiders”, especially for the citizens of
developing countries. Making systems of
vocational education and qualifications more
inclusive and accessible not only increases the
pool of a skilled workforce and the overall
quality of human capital and skills (thus helping
to satisfy increased and changed demand of
skills in the world of work) but can also help to
solve the risks and challenges of increasing
skills polarization and Matthew effect under the
conditions of Industry 4.0. The 1st and 2nd
industrial revolutions made vocational skills
and qualifications key factors of competition for
and access to stable employment and revenues
of skilled workers. Qualifications became
important parts of the welfare systems that
protected  against the  risk
precariousness.

The 3rd industrial revolution made high
skills and knowledge a key factor of
competitiveness, career and socio-economic
status starting to undermine the “social” role of
qualifications, e.g., the shift from qualifications
to competence in the practices of human
resources management and development [4]. In
the advent of the 4th industrial revolution,

of  work

vocational and professional qualifications can
lose their traditional power to protect against
the risk of the precariousness of work due to the
spread of automation, digitalization, digital
Taylorism and other "technogenic" changes of
work. At the same time, it can be expected that
Industry 4.0 could exert an important influence
on technologies for the organization of the
systems of qualifications. This could change the
regimes of access to qualifications. For
example, usage of blockchain technologies in
the assessment and recognition of competences
and awarding of qualifications can lead to the
fragmentation and  individualization  of
information and data treatment in these
processes, thus fostering their decentralization
and dependence on the state institutions.
Application of virtual and augmented reality for

the development of vocational skills as
replacement of work-based learning in real
workplaces can increase the access of learners
to work-based training and apprenticeship.
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