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 Motor vehicle theft is a crime that can potentially harm the 
owner of the vehicle. This crime should be anticipated, and 
a security system should be implemented to avoid vehicle 
theft. Research about vehicle security systems has run into 
an uptrend. Previous research has already developed 
security system devices for vehicles with many 
peripherals. This study aims to develop a new low-cost 
vehicle security device with location change calculation to 
cut unused peripherals. The proposed device has a logic 
checker, horn controller, and vehicle controller as security 
systems. According to the testing result, the device can 
detect the vehicle status from off to on while the security 
system is active. The device will turn on the horn and turn 
the vehicle off. This function always works at 100%. This 
device also detects theft according to the location change. 
This feature works at a 100% rate, with an average error 
reading location of 4,83m and an average error distance 
calculation of 0,91m. This distance is tolerable because the 
owner can still see the vehicle. This research result proves 
that the device can be used to secure the vehicle. This 
device's performance will increase if placed outside the 
building. The data was also successfully sent to the IoT 
platform without data loss or incomplete data. Compared 
with other research, the proposed device has fewer 
peripherals with the same or more security features. 
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INTRODUCTION 
Motor vehicle theft is a serious crime in Indonesia. According to the Badan Pusat Statistik (BPS), 

motor vehicle theft cases in East Java in 2019, 2020, and 2021 were 2.356, 1.429, and 2.249 respectively 
[1]. Motor vehicle theft can occur more often in the future.  This is due to the very lenient punishment 
for motor vehicle thieves [2]. There are many ways to reduce the theft of motor vehicles committed by 
society. Generally, people will report to the police. This solution can make the stolen vehicle back to 
the owner [3]. This condition can happen if the stolen vehicle is not sold. Motor vehicle thieves can be 
teenagers or adults. The goal of motor vehicle theft is to earn money [4]. 
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This research aims to develop a low-cost device for motor vehicle private security. Many 
technologies can be used to develop this device. The most promising technology to develop motor 
vehicle device security is an embedded system with Internet of Things technology. The Internet of 
Things technology has already been implemented in sectors such as flood mitigation [5], monitoring 
dust conditions in a warehouse [6], monitoring and controlling a fish farm [7] [8], and smart agriculture 
[9]. The Internet of Things is a technology providing communication through the Internet. The 
advantage of this technology is a wide range of communication. This technology can be used to track 
motor vehicles while thieves steal them. This technology is an integrated system with sensors and 
actuators. Many research concerns to development of motor vehicle private security. That research 
proposes several technologies and concepts to develop vehicle private security. 

Several technological developments to improve security on vehicles such as face detection [10], 
radio frequency identification (RFID) [11], internet of things [12], and short messaging services (SMS) 
gateway [13][14]. That research successfully improves vehicle security. The Internet of Things is the 
most promising technology for vehicle security.  Internet of Things technology can be made by applying 
a global system for mobile communication (GSM) [15]. Integrating a global positioning system (GPS) 
to track vehicles, RFID to identify owners, and sending the data to the internet is more secure compared 
with the security system current times [16][17]. The important part of building a security system is GPS 
[18]. Many previous studies have focused mainly on security by using multiple sensors and complicated 
mechanisms. The security system needs to be improved by reducing sensors and components. This 
improvement will reduce the production cost and more affordable. 

This research aims to develop a high-performance low-cost vehicle security with minimal 
components. The idea is to utilize GPS to detect the distance difference from the vehicle. This device 
integrates with the vehicle itself and the theft detection system. The device will turn on the horn in the 
vehicle while the key box on the vehicle changes from off to on in secure mode. The device also turns 
on the horn while the vehicle moves to another space. The system will be prohibited from turning on if 
the theft detection is triggered. Sensor data and the suspicious activity on key box vehicles will be 
recorded in a database using the internet. The proposed device provides minimum hardware, minimum 
cost production, with enough protection for the vehicle. This research uses different techniques and 
approaches to develop vehicle security devices. 

METHODS 
This research uses an experiment, trial and error method with a prototyping model. The goal of 

this method is a new prototype for vehicle security devices. 
Research methods are shown in Figure 1. The first step in this research is identifying system 

requirements and providing them, especially in hardware requirements. The second step is identifying 
and providing software requirements. This research uses Arduino IDE for embedding programs into the 
microcontroller. The third step is designing the program with several logic and scenarios. Program 
design will be made referring to the design. After the device build consists of hardware and software, 
the next step is testing. 
 

 
Figure 1. Research Method Block Diagram 
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If the testing result shows any error logic, then rebuild the software. If the testing shows the 

proposed device follows the scenario without any error logic, then the device is ready to operate with 
real testing. According to Figure 1, testing will be done after the device is created successfully. 
 

System Design 
The proposed device uses GPS as a single sensor for a theft detection system, a Subscriber Identity 

Module (SIM) for sending data to the cloud, a relay for controlling vehicles, and a microcontroller for 
the main controller. 

Figure 2 shows a block diagram system consisting of hardware requirements. This research uses 
GPS Neo 6M to detect vehicle movement while the security system is turned on. If the distance is far 
away from the initial value after the security system is activated then it is possibly moved by the thief. 
The logic checker consists of a relay to check vehicle conditions after the security system is activated. 
If electricity flows after the security system is activated then it is possibly done by the thief. The 
suspicious activity from GPS or logic checker will be determined by the microcontroller. 
 

 

Figure 2. System Block Diagram 
 



Elinvo (Electronics, Informatics, and Vocational Education), 9(1), Mei 2024 - 41 
ISSN 2580-6424 (printed) | ISSN 2477-2399 (online)  

Afandi, M.A., et al. Low-Cost Vehicle Security System Using Location Change and Vehicle Status  … 

According to Figure 2, the system only has 5 hardware peripherals hardware. There is the 
microcontroller, GPS, SIM, Logic checker, and vehicle controller. This peripheral is less than the 
peripheral needed in another research. 

Hardware Requirement 
The proposed device needs specific hardware requirements. This research uses ATMega 328 as 

the microcontroller. Vehicle conditions will be recorded on the IoT platform. ATMega 328 is a 
microcontroller that already has minimum requirements. The proposed device needs the ability to 
connect to the internet. This research uses SIM 800l with GSM connectivity to send data to the IoT 
platform. The SIM 800l is more suitable compared with wide fidelity (WiFi) technology according to 
the requirement. Vehicle location will be tracked through GPS Neo 6M. The output from GPS Neo 6M 
is longitude and latitude data. This proposed device aims to use minimal components to simplify security 
devices. Hardware requirement needs only 2 sensors and 2 actuators controller. 
 

 

Figure 3. Circuit Block Diagram 
 

Figure 3 shows the block diagram circuit for designing the vehicle security system hardware. GPS 
communication with pin PC4 and PC5 microcontroller ATMega 328. SIM 800l communication with 
pin PD2 and PD3 microcontroller ATMega 328. A vehicle junction is a junction connected to 
motorcycle peripherals. It will connect the horn, key status, and electrical in the motorcycle. J1 and J2 
connect with the junction for turning off the motorcycle. If PD5 gives a high signal then the motorcycle 
will turn off. J3 is the connection to check the motorcycle status from the key connection. If the 
motorcycle is tuning on then the junction from the key is connected and triggered the relay. The triggered 
relay will give a low signal from the normally off relay (NO) to the common relay (C) J4 and J5 is a 
junction for controlling the motorcycle horn. This relay turns on the horn while PD6 gives a high signal. 
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Table 1. Connection Configuration 

ATMega 328 Peripherals 
PC4 Tx (GPS Neo 6M) 
PC5 Rx (GPS Neo 6M) 
PD2 Tx (SIM 800l) 
PD3 Rx (SIM 800l) 
PD4 Logic Checker Relay 
PD5 Vehicle Controller Relay 
PD6 Vehicle Horn Controller Relay 

 
Table 1. shows the pin configuration through microcontroller ATMega 328 with other peripherals. 

The SIM 800l and GPS Neo 6M communicate with universal asynchronous receive transmit (UART) 
communication protocol. It needs to transmit and receive in a microcontroller pin. This research uses 
software serial to make microcontroller digital pins to receive and transmit pins. This research 
configures PD2 as a receive pin and connects with a SIM 800l transmit pin. The PD3 pin is configured 
as a transmit pin and connects with the SIM 800l receive pin. This research configures PC4 as a receive 
pin and connects with a GPS Neo 6M transmit pin. The PC5 pin is configured as a transmit pin and 
connects with the GPS Neo 6M receive pin. The logic checker is configured as input. Motor vehicle 
electricity works at 12V voltage while turned on. To detect this case, the microcontroller needs a relay. 
If the relay is active, then the relay will connect the 5V line to the input microcontroller. The PD4 
microcontroller pin is set as input for this case. The vehicle controller is a relay for connecting the 12V 
line to the vehicle horn. In this case, the microcontroller pin needs to be configured as output. The PD5 
microcontroller pin is configured as an output to trigger the relay. 

Software Design 
The proposed device also needs software. The software will be embedded in the microcontroller. 

Software design will explain how the software in the microcontroller works. 

 

Figure 4. Software Design 
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According to Figure 4, the first instruction is initialization. The initialization follows the hardware 
connection in Table 1. Initialization also contains several variables such as d for distance information, 
b for distance change information, and s for vehicle status. The second instruction is to check the security 
system mode. Users need to turn on the security mode. If the user does not activate the security system, 
then the proposed device will be idle. If the security system is already activated then the system will be 
checking the logic checker. The vehicle is supposed to be turned off while the security system is turned 
on. If the electricity in the vehicle is active then it can be done by the thief. The device will change the 
vehicle status from false to true indicating that the vehicle is turned on. The device also turns on the 
horn by sending a high signal to PD6 and turns off the vehicle by sending the high signal to PD5. All 
the current status will be sent to IoT Platform Antares through SIM 800l as the recording data. Vehicle 
theft can be done by not turning on the vehicle itself. It can be done by bringing the vehicle using a car. 
This scenario can be detected by using GPS sensors. The GPS will read the longitude and latitude data 
from the vehicle and send it to the microcontroller. The microcontroller will be calculating location 
change by using the haversine formula. 

The Haversine formula was introduced by Prof. James Inman in 1835 for measuring distance in 
aeronautical applications. The haversine formula was used for calculating a distance between 2 points 
in a spherical shape. 
 

 

Figure 5. Haversine in Spherical Surface 
 

The Haversine formula, which is shown in Figure 5 will be explained in this part. In Figure 4, a 
"triangle" on the surface of a sphere is described in a ball unit as three points on the ball marked by a, 
b, and c. Using the notation, the lengths from a to c are denoted by v, b to a is denoted by u, and c to b 
is denoted by w. Corner G is the opposite angle from a. 

𝜃𝜃 = 𝑑𝑑
𝑟𝑟
  .....................................................................................................  (1) 

ℎ𝑎𝑎𝑎𝑎(𝑤𝑤) = ℎ𝑎𝑎𝑎𝑎(𝑢𝑢 − 𝑣𝑣)  .........................................................................  (2) 

The primary angle is denoted by  between v and u. The distance d in Formula 1 is similar to w in 
Figure 3. The proposed device will be calculated d in a certain time to detect theft activity. This research 
uses the Haversine formula to calculate d. Since the output from GPS from a proposed device is 
longitude and latitude in decimal the formula becomes. 

𝑑𝑑 = 𝑟𝑟 𝑎𝑎𝑎𝑎𝑎𝑎ℎ𝑎𝑎𝑎𝑎(ℎ𝑎𝑎𝑎𝑎(1−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝜃𝜃)
2

)  ..........................................................  (3) 

𝐴𝐴 = ℎ𝑎𝑎𝑎𝑎(𝐼𝐼𝐼𝐼2 − 𝐼𝐼𝐼𝐼1)  .............................................................................  (4) 

𝐵𝐵 = ℎ𝑎𝑎𝑎𝑎(𝐼𝐼𝐼𝐼2 − 𝐼𝐼𝐼𝐼1)  .............................................................................  (5) 
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𝐶𝐶 = (1 −𝐵𝐵 − 𝐵𝐵)  ..................................................................................  (6) 

𝐷𝐷 = 2𝑟𝑟 𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎  ......................................................................................  (7) 

𝑑𝑑 = 𝐷𝐷��𝐴𝐴 − 𝐶𝐶 ℎ𝑎𝑎𝑎𝑎(𝐼𝐼𝐼𝐼2 − 𝐼𝐼𝐼𝐼1)�  .........................................................  (8) 

𝐸𝐸 = 𝑠𝑠𝑠𝑠𝑠𝑠2 �𝐼𝐼𝐼𝐼2−𝐼𝐼𝐼𝐼1
2

�  ................................................................................  (9) 

𝐹𝐹 = 𝑠𝑠𝑠𝑠𝑠𝑠2 �𝐼𝐼𝐼𝐼2−𝐼𝐼𝐼𝐼1
2

�  ..............................................................................  (10) 

𝑑𝑑 = 𝐷𝐷 ��𝐸𝐸 + (1 − 𝐸𝐸 − 𝐸𝐸).𝐷𝐷�  ..........................................................  (11) 

𝑑𝑑 = 𝐷𝐷��𝐸𝐸 + 𝑐𝑐𝑐𝑐𝑐𝑐(𝐼𝐼𝐼𝐼1). 𝑐𝑐𝑐𝑐𝑐𝑐(𝐼𝐼𝐼𝐼2).𝐷𝐷� .................................................  (12) 

The final formula to calculate d with longitude and latitude information in decimal is represented 
in Formula 12. The initial latitude is denoted by 𝐼𝐼𝐼𝐼1, the initial longitude is denoted by 𝐼𝐼𝐼𝐼1, the latitude 
change is denoted by 𝐼𝐼𝐼𝐼2, and the longitude change denoted by 𝐼𝐼𝐼𝐼2. The final formula will be computed 
for the proposed device for calculating the vehicle movement in a certain time. If the location change is 
too far, then the vehicle might be stolen. The distance in the software is represented by the d variable. 
The value of the d variable will be decided according to the research data. If this scenario happens, then 
the device will send the vehicle status, turn on the horn, and turn off the vehicle functionality. This 
method also can be used in many sectors such as healthcare [19][20], tourism [21], small medium 
enterprises [22], and education [23][24][25]. 

Testing 
This research will prove the proposed device's performance after the testing process. The testing 

consists of GPS testing, haversine testing, controller testing, and system testing. GPS testing is 
especially collecting the GPS data from the device and comparing it with the standard GPS device. This 
testing will give the information on the difference reading from GPS Neo 6M and standard device. The 
GPS from the proposed device will be stated to work well if the difference is lower than 10m. This 
research uses 10m as the error threshold because in 10m the vehicle owner still can see the vehicle. This 
testing collects 15 data and analyzes it by calculating the range from minimum and maximum data with 
the standard deviation. The second test is the haversine formula. This test will concern obtaining distance 
data calculated with the haversine method and online platform. This research uses Google Earth for the 
comparison of measuring data change. The test will be state work well if the error reading is not greater 
than 5m. The value of 5m is decided according to the human ability to run. This experiment also analyzes 
with range of minimum and maximum data with the standard deviation. The total maximum error from 
the proposed device is 15m from GPS error and haversine formula error. The next testing is controller 
testing. This test is used to obtain the system performance for controlling the vehicle. This test has been 
done by collecting 30 data every 1-hour data change. The final testing is overall testing. This test has 
been done by applying all the theft scenarios until data is sent to the IoT platform. This test is important 
to make sure the proposed device will work as the concept. This test collects 15 data from two different 
scenarios. This testing is used to check the algorithm from Figure 4. The algorithm needs to be tested to 
make sure the hardware and software are working. 
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RESULT AND DISCUSSION 
Research tests and experiments will be discussed in this section. Several tests need to be done to 

obtain the proposed device performance. The first test compares GPS Neo 6M with standard GPS 
reference. 

Table 2. GPS Data Comparison with GPS Reference 
GPS Sensor GPS Reference D (m) Long Lat Long Lat 

-7.39122 109.2441 -7.39122 109.2441 4.40 
-7.42778 109.2331 -7.42778 109.2331 0.25 
-7.42520 109.2307 -7.42521 109.2307 9.63 
-7.42403 109.2296 -7.42405 109.2296 3.33 
-7.42393 109.2296 -7.42392 109.2296 1.16 
-7.43382 109.2391 -7.43386 109.2391 7.88 
-7.43110 109.2379 -7.43110 109.2379 0.79 
-7.42787 109.2361 -7.42788 109.2361 3.46 
-7.42407 109.2351 -7.42402 109.2350 6.01 
-7.42051 109.2363 -7.42054 109.2363 3.21 
-7.36396 109.2384 -7.36393 109.2385 6.02 
-7.41214 109.2381 -7.41213 109.2381 1.61 
-7.35056 109.2363 -7.35064 109.2364 9.75 
-7.37310 109.2396 -7.37312 109.2397 7.92 
-7.38222 109.2418 -7.38219 109.2419 7.09 

 

 

Figure 6. Sample Image of Comparison Output from Data 1 in Table 2 
 

The comparison between GPS from the proposed device and GPS in a mobile phone is shown in 
Table 2. Figure 6 shows the image sample from Data 1 in Table 2 on how to get D values. This 
information is obtained by using the google earth platform. Table 2 indicates that the GPS from the 
proposed device has a difference while pointing motorcycle location shown on D. The discrepancy 
ranges from 0,25 meters to 9,75 meters, with an average of 4,83 meters and a standard deviation is 3,19. 
This information points out that even in areas with few barriers, the motorcycle can still be seen. This 
data proves that the GPS in the proposed device may be inaccurate, but the motorcycle can still be found 
in a specific condition. 
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In the second experiment, the difference in location at a specific time is calculated using the 
Haversine method. The motorcycle will be considered stolen if the motorcycle moves far from its 
starting point. This experiment uses the same data as Table 1 but with a different source for the D value. 
The D value in Table 2 is taken from an online platform. The distance must be calculated using the 
Haversine method because the proposed device is unable to access the internet platform. This test has 
been done to give the Harvesine method performance compared with the online platform. 

 
Table 3. Harvesine Method Performance Compared with Online Platform 

No Online Platform  
(m) 

Haversine Formula   
(m) 

Deviation  
(m) 

1 4.40 4.34 0.06 
2 0.25 0.00 0.25 
3 9.63 9.70 0.07 
4 3.33 2.65 0.68 
5 1.16 1.19 0.03 
6 7.88 6.92 0.96 
7 0.79 0.78 0.01 
8 3.46 3.45 0.01 
9 6.01 3.82 2.19 
10 3.21 1.07 2.14 
11 6.02 5.22 0.80 
12 1.61 1.00 0.61 
13 9.75 5.12 4.63 
14 7.92 7.60 0.32 
15 7.09 6.14 0.95 

 
The comparison between the distance from the online platform and the Haversine formula is 

shown in Table 3. There is a deviation in calculating the distance between the online platform and the 
haversine formula. The minimum deviation value from Table 3 is 0,01m and the maximum value is 
4,63m. The average deviation is 0,91m with 1,24 standard deviations. This data shows haversine formula 
can be used to calculate the change of vehicle location. The calculation has an error compared with the 
google earth platform. This error was caused by different methods between Google Earth and Haversine 
formulas. The proposed device uses a haversine formula because of the limitation of the system. The 
system cannot access google earth and needs to calculate location changes. This error can be treated as 
an error tolerance for the proposed device. 

The logic checker in the proposed device consists of a relay. This relay is used to check the 
vehicle's status. The Logic checker performance needs to be tested. The logic should be high if the 
vehicle is turned on and low if the vehicle is turned off. The horn controller in the proposed device is 
the actuator to controls the horn in the vehicle. If the horn controller gives a high signal, the horn in the 
vehicle should be ringing. If the horn controller gives a low signal, then the horn in the vehicle should 
be turned off. The vehicle controller is a relay to control the vehicle's status. This component is important 
to turn off if the vehicle is stolen by the thief. If the vehicle controller gives a high signal, then the 
vehicle cannot be turned on. If the vehicle's actual status is turned on, then it should be turned off while 
the vehicle controller gives a high value. If the vehicle controller gives a low signal, then the vehicle 
back to its normal status. The vehicle can be turned on or turned off using the key. 

The logic checker, horn controller, and vehicle controller are tested in the third experiment. In 
this experiment, the proposed device will be tested to turn on and turn off the vehicle horn. The vehicle 
horn should act as the given signal. This experiment also tests the proposed device to turn off the vehicle 
while the vehicle is turned on. This experiment is used while the vehicle is stolen and used by theft. The 
owner can turn off the vehicle and turn on the horn to give the suspicious signal to other people. This 
experiment also tests the logic checker to make sure the logic checker gives the right signal. The result 
of this experiment is to get data for the performance of actuators. 
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Table 4. Controller Testing Result 
No LC VS HC HS VC 
1 1 1 1 1 0 
2 1 1 0 0 0 
3 0 0 0 0 1 
4 0 0 1 1 1 
5 0 0 1 1 0 
6 0 0 1 1 0 
7 1 1 0 0 0 
8 1 1 0 0 0 
9 1 1 0 0 0 

10 0 0 1 1 1 
11 0 0 1 1 1 
12 0 0 1 1 1 
13 1 1 1 1 0 
14 1 1 0 0 0 
15 0 0 1 1 0 
16 0 0 0 0 1 
17 0 0 1 1 1 
18 0 0 0 0 1 
19 0 0 1 1 0 
20 1 1 1 1 0 
21 1 1 1 1 0 
22 1 1 0 0 0 
23 0 0 0 0 1 
24 0 0 1 1 1 
25 0 0 1 1 0 
26 0 0 0 0 0 
27 0 0 0 0 1 
28 1 1 1 1 0 
29 1 1 1 1 0 
30 0 0 1 1 1 

 
Table 4 shows the result of controller testing. LC in Table 3 is logic checker, VS is vehicle status, 

HC is horn controller, HS is horn status, and VC is vehicle controller. LC is a sensor representing the 
VS. VS is the actual condition of the vehicle. If the vehicle is turned on then the VS value is 1 and the 
LC value is also 1. If the vehicle is turned off then the VS value is 0 and the LC value is also 0. The 
proposed device works as a scenario if the actual vehicle status (VS) is the same as the logic checker 
(LC). HC is the controller to turn on and turn off the vehicle horn. HC and HS are always VC is the 
actuator to control the vehicle, The proposed device works as a scenario if the HC and HS have the same 
value. Different from all the other statuses, VC is the status for controllingling the vehicle. If the value 
of VS is 0 then the vehicle works as usual. It can be turned on and turned off by the owner using a key. 
If the value is 1 then the vehicle cannot be turned on. If the vehicle is turned on then the VS changes 
from 0 to 1 then the vehicle will be turned off. It can be seen in Table 3 on data number 3. The actual 
value of LC and VS is 1. It indicates that the vehicle is used and turned on. After several hours, VS 
changes from 0 to 1 and the vehicle is turned off. This phenomenon can be observed in VS and LC status 
change from 1 to 0. It indicates that the vehicle is turned off and cannot be turned on if the VC changes 
from 1 to 0. According to the test result, the proposed device works follows the given rule. 

The final test is an experiment with real scenario of vehicle theft. This final test consists of testing 
while the logic checker detects theft action and theft action according to the distance change. This final 
test is actual data to prove that the proposed device works to detect vehicle theft. 
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Table 5. Harvesine Method Performance Compared with Online Platform 
No SC d (m) LC HS VS 
1 1 2.00 0 0 0 
2 1 2.25 0 0 0 
3 1 2.15 0 0 0 
4 1 2.13 1 1 1 
5 1 2.17 0 1 0 
6 0 3.53 0 0 0 
7 1 3.25 0 0 0 
8 1 16.53 0 1 0 
9 1 17.23 0 1 0 

10 1 17.80 0 1 0 
11 0 2.73 0 0 0 
12 1 2.75 1 1 1 
13 1 6.73 0 1 0 
14 1 10.24 0 1 0 
15 1 15.17 0 1 0 

 
Data from Table 5 shows that the security system works as Figure 4. The security system from 

Table 5 is stated by the SC label. In this test, SC will always be in active condition. Active condition 
will bring logic 1 and not active is 0. Data number 4 shows that vehicle theft is triggered by turning on 
the vehicle while the security system is active. The trigger comes from the LC signal. After LC sends 
signal 1, the vehicle horn will be active and can be seen in HS status from Table 5. Right after the 
security system is triggered, the vehicle status immediately changes from 1 to 0. This condition makes 
the vehicle cannot be used. Data 6 shows that the security system is deceived and all the statuses will be 
reset. In the data 8 triggers come from distance change. The distance change is 16.53m from the actual 
location. This condition will trigger the security system and although the logic checker gives 0 signal 
because the vehicle is not used by the thief. The horn will activate to send the suspicious signal. In the 
data number 11 security system was already deceived again to reset all the status. According to this 
information, the security system is triggered by turning on the vehicle. The theft cannot use the vehicle 
but still wants to steal the vehicle. This condition can be observed from location change that is always 
wider from the previous location. The security system is already working immediately after the logic 
checker detects the theft condition. 
 

 

Figure 7. Sample Data Reading in IoT Platform 
 

Figure 7 shows how the data in IoT Platform Antares is recorded. This recording data is obtained 
right after the security system is activated. Testing data shows that the proposed device works as 
planned. The vehicle can be secured, although the location is changed. 
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Table 6. Peripherals Comparison 

Peripherals Current Research Research 1  
[12] 

Research 2  
[13] 

GPS √ √ - 
SIM800l √ √ √ 

Controller √ √ √ 
RFID - - √ 
Relay √ √ √ 

Fingerprint 
Sensor - √ √ 
GPS √ √ - 

 
Table 6 shows the peripherals comparison with other research. Current research shows fewer 

peripherals uses compared with other research. Fewer peripherals can lower the production cost. 
Research 1 [12] uses a fingerprint sensor and research 2 [13] uses RFID and fingerprint sensors to 
authenticate the motorcycle owner. This feature replaces with IoT platform in the current research. This 
algorithm means current research does not need the fingerprint sensor. Research 2 uses RFID and 
fingerprint sensors to authenticate the motorcycle owner. Research 2 does not use GPS but the current 
research uses GPS. Vehicle location is a crucial function of the vehicle security systems. Research 2 
does not provide this feature but the current research provides vehicle location features. This comparison 
shows that current research has the same feature with fewer peripherals compared with research 1 and 
has more features with fewer peripherals compared with research 2. 

CONCLUSION 
The research and experiment data show that the proposed device can detect vehicle theft. The 

system will recognize vehicle theft when the location changes above 10m or when turning on the vehicle 
while the security system is active. A feature logic checker and location change successfully triggered 
the vehicle security system. The proposed device uses few sensors and minimal peripherals compared 
with other research. Research data shows that the haversine formula can calculate location changes over 
time. Research data shows that horn control and vehicle control work at 100%. The security system 
recognizes vehicle theft from logic checkers and location changes. Turning on the motorcycle while the 
security system is active will trigger the vehicle status. The location change also works right after the 
vehicle is 15 meters away. This research result proves that the device works as the scenario. The data 
was also successfully sent to the IoT platform without loss or incompleteness. 
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