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INTRODUCTION
The advanced development of 

information and technology in the past decade 
has significantly impacted the world-Indonesia 
included. Humans are familiar with the state of 
the art technologies, for example, smartphones 
that are equipped with numerous features and 
internet connection. One of the implications of 
this is the increasing use of the internet and, 
more specifically, the frequent use of social 
media. A survey conducted by the Association 

for Indonesian Internet Providers (APJII) (2019) 
found that 54.68% or 132.26 million Indonesians 
are using the internet. Most of these users are 
within the 19-34 age group (49.52%), while the 
most active users of the internet belong to the 
13-18 age group reach 75.50%.

Cyberbullying refers to a range of 
aggressive behaviors that are performed using 
social media and can take the form of repeated 
insults, shaming, and threats to other people 
(Tokunaga, 2010). Savage & Tokunaga (2017) 
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APA SAJA YANG MEMBANGUN MODEL CYBERBULLYING 
SISWA SEKOLAH MENENGAH KEJURUAN

Abstrak: Cyberbullying mengacu pada serangkaian perilaku agresif yang dilakukan melalui media sosial 
dalam bentuk penghinaan berulang, mempermalukan, dan mengancam orang lain. Tujuan penelitian ini 
adalah untuk menganalisis model pengaruh empati, self-esteem, dan iklim sekolah terhadap cyberbullying 
pada siswa kejuruan. Populasi penelitian ini adalah seluruh siswa kelas XI siswa Sekolah Menengah 
Kejuruan X, Y, dan Z di Yogyakarta yang berjumlah 505 siswa. Sample dalam penelitian ini adalah 180 
siswa yang dipilih dari populasi dengan menggunakan teknik cluster random sampling. Data dikumpulkan 
menggunakan skala cyberbullying, skala empati, skala self-esteem, dan skala iklim sekolah. Analisis data 
dilakukan dengan pengujian outer model dan inner model dengan Structural Equation Model (SEM) 
melalui program Smart Partial Least Square 3.2.8. Hasil penelitian ini adalah terbentuknya model 
pengaruh empati, self-esteem, iklim sekolah terhadap cyberbullying berdasarkan data empirik. Hasil 
dari penelitian ini menunjukkan bahwa terdapat pengaruh negatif yang sangat signifikan antara empati 
dan iklim sekolah terhadap cyberbullying. Sebaliknya, tidak terdapat pengaruh self-esteem terhadap 
cyberbullying pada siswa.
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further elaborate on the characteristics of 
cyberbullying. First of all, it involves the use of 
communication technology, for example, instant 
messaging, text messaging, and cellphone 
use. Second, the perpetrator of cyberbullying 
takes advantage of communication technology 
to threaten or endanger another person. The 
perpetrator may send messages that are physically 
or psychologically threatening, ostracizing, or it 
may contain negative rumors, misinformation, or 
encouragement of others to engage in bullying.  
Third, cyberbullying is done purposely and 
intentionally to tease or joke around with another 
person. Fourth, cyberbullying is done repeatedly. 

Research has shown that one of the 
negative impacts of the advance of the internet 
is cyber bullying (Peled, 2019; Macaulay, Betts, 
Stiller, & Kellezi, 2018). Cyberbullying is viewed 
as a problem that has negative implications 
toward the social environment, and its negative 
impact affects both the perpetrator and the victim 
(Horner, Asher, & Fireman, 2015). The increase 
of cyberbullying among students corresponds to 
the increase in internet and social media use. 

Cyberbullying Research Center in the 
United States (2016) with 5705 participants 
aged 12 to 17 reported that approximately 648 
participants have participated in cyberbullying  
(Patchin & Hinduja, 2016). Around 405 
participants confessed that the form of 
cyberbullying was in giving negative comments 
toward another person. Furthermore, around 456 
participants reported that in the past 30 days, they 
have engaged in other forms of cyberbullying, 
either twice or more. Research from UNICEF 
(2016), found that 50% of 41 students in 
Indonesia aged 13-15, have experienced 
cyberbullying. In this study, cyberbullying 
took the form of publishing other people’s data, 
stalking (stalking on the web followed by actual 
stalking in reality), and revenge in the form of 
spreading photos or videos to intimidate or 
blackmail another person.

Vocational high schools are the focus 
of this research. The problems in Vocational 
High Schools are very interesting and varied. 
Currently, from year to year, data shows the 
number of Vocational High School students is 
increasing. What is unique about Vocational 
High Schools is that they are predominantly 
male students. It is very rare for female students 
to attend vocational high schools. The large 

number of Vocational High School students, 
high juvenile delinquency which is dominated 
by male students, the backgrounds of Vocational 
High School students vary such as the level 
of education of parents, the economic level of 
parents, and social backgrounds. In addition, 
many people make Vocational High Schools 
the last choice in choosing a school. These 
things cause the opportunity for cyberbullying 
to be greater in the Vocational High School 
environment.

Perpetrators of cyberbullying perceive 
that their actions are just for fun (Rahayu, 2012). 
However, research has shown that cyberbullying 
may lead to adverse effects, for example, declines 
in academic performance, development of social 
and emotional problems (Peled, 2019), and cause 
low self-esteem (Webber & Ovedovitz, 2018; 
Palermiti, Servidio, Bartolo, & Costabile, 2016). 
Also, cyberbullying may motivate students to 
avoid school (Payne & Hutzell, 2017) and disrupt 
concentration and academic performance (Akcil, 
2018). Research has shown that cyberbullying 
can cause anxiety, stress and depression (Akcil, 
2018; Navarro, 2016). It could also lead to 
juvenile delinquency such as alcohol abuse, 
substance abuse, and deviant sexual behaviors 
(Graham & Wood, 2019; Webber & Ovedovitz, 
2018; Selkie, Kota, Chan, & Moreno, 2015). 
Cyberbullying can lead to thoughts related to 
suicidal intentions (Ghadampour, Shafiei, & 
Heidarirad, 2017).

Many factors contribute to cyberbullying, 
one of which, is the low empathy (Willard, 
2005). Barlińska, Szuster, & Winiewski 
(2015) show that empathy has an influence 
on cyberbullying. Empathy makes a person 
does not choose to engage in cyberbullying. 
Empathy refers to feeling what others feel, 
understanding another person’s perspective, 
and creating a trusting relationship with other 
people. Empathy consists of several aspects 
namely: perspective taking, which refers to the 
tendency for a person to take another person’s 
perspective spontaneously; fantasy, which is 
a person’s ability to imaginatively feel and act 
in such a manner that represents an imaginative 
character in a book, film, and play which is 
read and watched; empathic concern, refers to 
feelings of care and sympathy oriented toward 
another person and concern for the misfortunes 
of other people; personal distress, refers to a 
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person’s anxieties and sadness in response to an 
unpleasant interpersonal experience. 

One of the distinct characteristics of 
cyberbullying compared to traditional bullying 
is that the perpetrator’s identity is concealed. The 
perpetrator may not be fully aware of how their 
actions may affect the victims. Furthermore, 
research has shown that perpetrators of 
cyberbullying have lower empathy compared 
to those who conduct bullying in person (Zych, 
Baldry, Farrington, & Llorent, 2019; Brewer 
& Kreslake, 2015; Steffgen & Konig, 2009). 
The perpetrators have lower empathy in both 
affective and cognitive aspects and tend to 
intimidate those perceived as weak (Antoniadou 
& Kokkinos, 2018).

Furthermore, Willard (2005) highlights 
another factor related to cyberbullying, namely, 
self-esteem. Research has shown that people 
with low self-esteem are more likely to engage 
in cyberbullying whether as a victim or as a 
perpetrator (Balakrishnan, 2018; Brewer & 
Kreslake, 2015; Hinduja & Patchin, 2010). 
Furthermore, cyberbullying has shown to make 
a person have lower self-esteem (Webber & 
Ovedovitz, 2018; Palermiti et al., 2016). Self-
esteem refers to a personal evaluation of the self 
as meaningful, capable, successful, and worthy. 
Self-esteem is the positive or negative evaluation 
of the self, made by an individual. Self-esteem is 
composed of some aspects namely: significance, 
which is the extent that a person views 
themselves as a having a meaningful presence 
in the environment; power, is a person’s ability 
to influence and control other people and control 
one’s self; virtue, refers to compliance towards 
moral and ethical values as well as the rules 
that exist in the society, and competence, which 
refers to success marked by high achievement. 

Apart from self-esteem, the school 
environment also plays a role in affecting 
cyber-bullying. A reference study from Orpinas 
& Horne (2006), Ferráns & Selman (2014) 
suggest that there is an influence between the 
school environment and the school with the 
incidence of bullying. The school environment 
refers to the quality and characteristics of the 
school environment as well as the individual’s 
experience of learning at this particular school 
(Hong, Espelage, & Lee, 2018). Several 
dimensions characterize the school environment, 

namely: safety, referring to a student’s perceived 
physical safety, and security in the socio-
emotional aspect which would make a student 
feel more comfortable at school to learn and can 
increase their academic achievements; relations, 
refers to the relationships between students at 
the school. Instruction and learning refer to the 
practical instruction and learning which includes 
the quality and creativity of the instructor; social 
and emotional learning, and ethics; professional 
development; and leadership abilities; and the 
final dimension is the institutional environment, 
referring to the physical environment of the 
school. 

The school has an essential role in 
observing students’ online activity, and they 
may have to implement interventions that are 
reinforced by a positive school environment 
(Schultze‐Krumbholz, Schultze, Zagorscak, 
Wölfer, & Scheithauer, 2016). When teenage 
students feel comfortable in school environments, 
negative behaviors like cyberbullying will not 
occur. Research has shown that positive school 
environments are protective factors against a 
range of negative behaviors such as substance 
abuse, aggression, including bullying and 
cyberbullying (Cardillo, 2013). Furthermore, 
Davis & Koepke (2016) also found that a 
positive school environment protects teenagers 
from experiencing cyberbullying. 

This research is expected to produce 
a novelty model, in the form of a tested and 
fit model that can contribute to overcoming 
cyberbullying problems. The novelty of this 
model involves the solution variables to be 
tested, namely the variable empathy, self-esteem, 
and school environment. In addition, the novelty 
of this research is the use of Structural Equation 
Modeling (SEM) with the Partial Least Squares 
(PLS) approach.

Based on the elaborations above and 
given the significance of cyberbullying among 
students, therefore the goal of the current study 
is to 1) design and test a theoretical model that 
describes the effect of empathy, self-esteem, 
school environment on cyberbullying, which 
has a good fit with the empirical data. 2) Test the 
effect of empathy on cyberbullying on students. 
3) Test the effect of self-esteem on cyberbullying 
on students. 4) Test the effects of the school 
environment on student cyberbullying.
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METHODS
Participants 

The population of this research were 
students of the Vocational School X, students 
from the Vocational School Y, and students 
from the Vocational School Z. This population 
consists of 505 students, and all of them were 
from Yogyakarta. The method of sampling in 
each school was using simple random sampling 
technique and 180 students were recruited for 
the research.

Instruments
The cyberbullying scale (Willard, 

2005) was used in this research to measure 
cyberbullying. This scale consists of seven 
aspects: flaming, harassment, denigration, 
impersonation, outing and trickery, exclusion, 
and cyber-stalking. This scale uses the semantic 
differential model and consists of 35 items. 
Sample Statements from the Cyberbullying is 
presented in Table 1.

The instrument used to measure empathy 
in this research is based on the four dimensions 
from Davis (1983), namely perspective taking, 
fantasy, empathic concern, and personal distress. 
This scale was made by the researcher using 
the Likert format and consists of 24 items. An 
example of the item is “when	 I	have	a	conflict	
with a friend, I try to understand their perspective 
before making a decision,” “After watching a 
movie, I feel that I become one of the characters 
that I am watching,” “I am easily moved by the 
things that I see” and “In an emergency, I feel 
worried.”

Self-esteem scale by Coopersmith (1967) 
was used to measure self-esteem and consists of 
the aspects of significance, power, virtue, and 
competence. This scale used the Likert format 
and consisted of 24 items. An example of the 
item is “I enjoy receiving compliments,” “I can 
do many things like other people,” “I always 
try to stay positive towards myself,” and “I feel 
doubtful in working on my tasks.”

Table 1. Sample Statements from the Cyberbullying
When I use social media, I use words that are …..

Frank 1 2 3 4 Offensive 
Not provocative 1 2 3 4 Provocative
When I send messages, text, and images on social media, I use words that are … other people
Not disturbing 1 2 3 4 Disturbing 
Complimenting 1 2 3 4 Insulting
When using social media, I … of other people
Maintain the reputation 1 2 3 4 Destroy the reputation
Spread positive news 1 2 3 4 Spread negative news
When using social media, I.... another person’s account
Don’t impersonate  1 2 3 4 Impersonate
Don’t hack 1 2 3 4 Hack
When receiving news about a friend on social media, I …..
Don’t look 1 2 3 4 Look 
Save 1 2 3 4 Share
When having a problem with a friend on social media, I …… 
Don’t ostracize 1 2 3 4 Ostracize
Don’t block 1 2 3 4 Block
When sending a message in social media, I… other people
Don’t Scare 1 2 3 4 Scare
Support 1 2 3 4 Intimidate

The school environment scale developed 
by Cohen, McCabe, Michelli, & Pickeral (2009) 
was used to measure the school environment. 
This scale consists of four aspects: safety, 
relationship, instruction and learning, and 
institutional environment. This scale uses a 
Likert format and consists of 24 items. Each 
aspect consists of 6 items. A sample item is “I 

feel physically secure or verbally secure when in 
the school environment,” “My teachers use the 
learning method that is easy to use to understand 
the material,” and “My parents and school 
representatives communicate about my school 
activities,” and “The classroom is organized well 
and looks neat and lovely.” 
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Validity and Reliability
Tests of the instruments’ validity and 

reliability used SEM-PLS. Measurement of the 
outer model is conducted to evaluate the model’s 
validity and reliability (Ghozali & Latan, 
2015). Tests of construct validity use PLS, 
which consists of two tests of validity, namely 
convergent validity, and discriminant validity. 
Tests of convergent validity are done to measure 
correlations between the measures (manifest 
variables) of a construct. Convergent validity can 
be evaluated based on the loading factors of each 
indicator. The loading factor value used to state 
whether a construct is valid or not is > .4 (Hair, 
Hult, Ringle, & Sarstedt, 2016) and the Average 
Variance Extracted (AVE) value > .5 (Ghozali & 
Latan, 2015). Discriminant validity is evaluated 
based on comparing the root Average Variance 
Extracted (AVE) on each construct with the root 
Average Variance Extracted (AVE) on other 
constructs or variables. Good discriminant 
validity is indicated by the correlation value of 
the root Average Variance Extracted (AVE) of a 
construct that is greater than the correlation with 
the root Average Variance Extracted (AVE) on 
other constructs (Ghozali & Latan, 2015).

Tests of reliability were conducted 
using SEM-PLS, which can be done in two 
ways, namely by using composite reliability of 
Cronbach Alpha. Constructs are said to have 
excellent reliability when the Cronbach value is 
> .6 (Ghozali & Latan, 2015), and the value of 
the composite reliability > .7 (Hair et al., 2016).

Data Analysis
Hypothesis tests were done using tests 

of the inner model, which can be done in three 
ways, namely observing the coefficient of 
determination (R2), predictive relevance (Q2), and 
the GoF index. The effects between variables are 
tested using predictive relevance, namely using 
the bootstrapping resampling method developed 
by Geisser. 

FINDINGS AND DISCUSSION
Findings

The analyses were conducted using the 
SMART PLS 3.2.8 program to test the outer and 
inner model. 

Tests of the Outer Model
Analysis of the outer model comprised 

of convergent validity, discriminant validity, 
composite reliability, and Cronbach alpha. Tests 
of the outer model are presented in Figure 1.

Tests of Convergent Validity
Convergent validity was established based 

on factor loadings > .5 and the value of Average 
Variance Extracted (AVE) (> .5). The range of 
factor loadings for each variable is presented in 
Table 2.

Table 2. Factor Loadings

Variable

The Score 
Ranges 
from Factor 
Loadings

Description

Cyberbullying .589 - .893 Valid
Empathy .576 - .885 Valid
Self esteem .569 - .872 Valid
School environment .586 - .868 Valid

Based on Table 2, the results of the 
analyses showed that the factor loadings for each 
item had met the criteria of > .5, which means 
that all items are valid. The cyberbullying scale 
consists of 35 items, and 33 of them were valid. 
The empathy scale consists of 24 items, and 18 
items were found to be valid. The self-esteem 
scale consists of 24 items, and 18 items were 
found to be valid. The school environment scale 
consists of 24 items, and 17 items were found to 
be valid. 

Therefore, the root Average Variance 
Extracted (AVE) for each variable has met the 
criteria of discriminant validity (AVE > .5). The 
AVE for each variable is presented in Table 3. 

Table 3. Average Variance Extracted (AVE)

Variable
Average 
Variance 
Extracted 

(AVE)
Description

Cyberbullying .507 Valid
Emphaty .503 Valid
Self esteem .548 Valid
School environment .572 Valid

Based on Table 3, cyberbullying, empathy, 
and self-esteem and school environment have an 
AVE > .5, and therefore the research variables 
have met the criteria of convergent validity. 
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Table 5. Reliability at the Final Stage
Variable Composite Reliability Cronbach Alpha Description
Cyberbullying .911 .925 Reliable
Empathy .923 .934 Reliable
Self esteem .897 .916 Reliable
School environment .892 .914 Reliable

Table 4. Discriminant Validity
Cyberbullying Empathy Self Esteem School Environment

Cyberbullying .710 -.383 -.182 -.417
Empathy -.383 .740 .733 .565
Self esteem -.182 .733 .756 .401
School environment -.417 .565 .461 .712

Tests of Discriminant Validity
Discriminant validity can be observed by 

comparing the values of the root AVE with the 
AVE of other variables. A scale is said to be valid 
when the correlation of the root AVE of particular 
variables is higher than the correlation root AVE 
of the other variables (Hair et al., 2016). The 
root AVE is presented in Table 4. 

Based on Table 4, cyberbullying, 
empathy, self-esteem and school environment 
has met the criteria of discriminant validity since 
the correlation of a specific variable is higher 
compared to the correlation between the other 
construct variables. Therefore, we can conclude 
that all variables in this research have met the 
criteria of discriminant validity. 

Reliability
The construct reliability can be shown 

from the composite reliability and Cronbach 
Alpha. A construct is said to be reliable when 
the composite reliability and Cronbach alpha > 
.7 (Hair et al., 2016). Also, according to Cooper, 
when the root AVE meets the criteria of > .5, this 
supports reliability because it meets the criteria 
of construct validity. Therefore the construct is 
said to be both valid and reliable (Jogiyanto, 
2011). The value of the composite reliability and 
Cronbach in this study is presented in Table 5.

Based on Table 5, the reliability of 

cyberbullying, empathy, and self-esteem and 
school environment met the criteria of composite 
reliability > .7 and Cronbach alpha >.7, so it can 
be concluded that all constructs or variables in 
this research have met the criteria for construct 
reliability. 

Tests of the Inner Model
Tests of the inner model aim to ensure 

that the structural model is robust and accurate. 
The results of the test of the inner model are 
presented in Table 6 and Figure 2.  

Table 6.  Results of Analysis and R2, Q2 Values 

Criteria Rule of Thumb Values Description
Coefficient of 
determination 
(R2)

.67 (strong), .33 (moderate), and .19 
(weak) (Ghozali & Latan, 2015)

.225 Effect of exogenous 
variables on 
endogenous variables

Predictive 
relevance (Q2)

Q2 > 0 (good predictive relevance)
Q2 < 0 (Lack of model predictive 
relevance)

.111 Good Predictive 
relevance

Effect size (f2) Effect size (f2) > .015 indicates good effect 
size (f2) from exogenous variables toward 
endogenous variables (Ohen, Stepen, & 
Ronald, 1998)

- Empathy toward 
cyberbullying: .066

- Self-Esteem toward 
cyberbullying: .025

- School environment 
toward cyberbullying: .074

Effect of exogenous 
variables on 
endogenous variables

Goodness of 
fit (GoF)

Criteria of GoF namely .10 (GoF weak), 
.25 (GoF moderate), and .36 (GoF strong) 
(Ghozali & Latan, 2015)

.346 Moderate GoF
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Table 7. Tests of Hypotheses

Effects of Variable Original 
Sample t-Statistics p-Value Criteria Description

Cyberbullying-Empathy -.369 3.055 .002 p < .05 Negative effect and 
very significant

Cyberbullying-Self-esteem  .205 1.766 .069 p > .05 Not significant
Cyberbullying-School environment -.291 3.021 .004 p < .05 Negative effect and 

very significant

Based on the test of the inner model in 
Figure 2, the effect of empathy, self-esteem, and 
school environment toward cyberbullying fits 
with the empirical data well. The Goodness of 
Fit (GoF) value of .346 (> .25, GoF moderate) 
means that the overall structural model which is 
the combined performance of the measurement 
model and the structural model is declared valid.

Test of Hypothesis
After creating the model and obtaining a 

good model fit, therefore, we need to observe the 
effects between variables. Tests of the hypothesis 
were done by observing the probability value 
namely, p < .05 and observe t-statistics, 
namely t-statistics > 1.96 that indicates that the 
hypothesis is accepted. The analyses of p-values 
and t-statistics are presented in Table 7.

Based on the hypothesis tests on Table 7, 
therefore the results of the hypotheses tests are 
as follows. The results of the hypothesis tests 
are based on R2 = .225, Q2 = .111, and GoF = 
.346. Therefore the hypothesis is accepted. 
Therefore the model which predicts the effects 
of empathy, self-esteem, school environment 
on cyberbullying among students has a good fit 
with the empirical data. The tests of the second 
hypotheses showed that it was accepted, based 
on the p-value .002 and t-statistic 3.057 with 
an original sample value of -.369. Therefore 
this shows a significant negative effect between 
empathy and cyberbullying. The higher the 
empathy, therefore, the lower the cyberbullying 
among students, and conversely, the lower the 
students’ empathy, the higher the cyberbullying 
among students.

Analysis of the third hypothesis reveals 
that the hypothesis is rejected. This conclusion is 
made based on the p-value .069, t-statistic 1.822, 
and original sample .205. This indicates that there 
was no effect of self-esteem on cyberbullying 
among students. Furthermore, the results of the 
fourth hypothesis showed that the hypothesis 
was accepted. The p-value .004 and t-statistic 
2.876 with an original sample -.291 indicates 
that the school environment has a negative 
influence on cyberbullying. The better the school 
environment is, the lower the cyberbullying, and 
conversely, the poorer the school environment, 
the higher the cyberbullying among students. 

Discussion
A large body of research exists on the topic 

of cyberbullying. Initially, this research focused 
on defining cyberbullying, and particularly on 
the prevalence of cyberbullying among Junior 
High School Students (Kowalski, Limber, 
& McCord, 2019). However, research then 
expanded to a broader sample which included 

different age groups, for example, elementary 
school students, junior high school students, 
university students and even adults (particularly 
in the workplace) (Barlett & Chamberlin, 2017; 
Ševčíková & Šmahel, 2009).

In line with the advances of the era, more 
people are using the internet to play games and 
use social media platforms. In line with this, 
many people are unaware that they may be 
engaging in cyberbullying; however, they do not 
intend to engage in other forms of intimidation 
(Kowalski, Limber, & Agatston, 2012). 
Furthermore, the amount of time a person spends 
online correlates with their involvement in cyber 
intimidation (Çelik, Atak, & Erguzen, 2012). 
Therefore, when all people in this demographic 
age spend their time online using technological 
devices, there is a higher likelihood that the 
prevalence of cyberbullying will increase. 

Research has documented the factors 
that influence cyberbullying, which include 
traditional bullying (Rahayu, 2012), personality 
characteristics, perceptions toward school 
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(Petrie, 2014), and a reduction of morals, for 
example, low empathy (Brewer & Kreslake, 
2015). This research uses empathy, self-esteem, 
and school environment as the exogenous 
variable, with the school environment as the 
setting and the students as the subjects. 

Based on the results of the analysis, three 
of the four hypotheses were accepted, and one 
hypothesis was rejected. The first hypothesis 
was accepted with values of the coefficient of 
determination (R2), Predictive Relevance (Q2), 
and goodness of fit index (GoF), which all met the 
criteria of a model with a good fit. This indicates 
that empathy, self-esteem, school environment 
among students of vocational high school affect 
cyberbullying. The model in the current research 
is novel because it simultaneously tests the 
relationships between variables empathy, self-
esteem, and school environment. Other models 
have been tested, for example, cyberbullying 
being predicted by self-efficacy, which is 
affected by memories of warmth and security. 
Cyberbullying itself was affected by becoming 
a victim of cyberbullying (Bingöl, 2018). Other 
research has shown that being a victim of 
cyberbullying negatively associates with lower 
social self-efficacy. At the same time, social 
self-efficacy negatively associates with work 
satisfaction and also mediates the relationship 
between cyberbullying and work satisfaction 
(Jones, 2019). Furthermore, research from 
Shadmanfaat, Howell, Muniz, Cochran, Kabiri, 
& Richardson (2018) found that individuals 
with low self-control tend to be involved in 
cyberbullying.

This research is also considered novel due 
to the analysis techniques used. This research 
uses Structural Equation Model (SEM) through 
the Partial Least Squares program, while past 
research on cyberbullying uses SEM using 
the Lisrel program (Menesini, Nocentini, & 
Comodeca, 2011; Çetin, Eroğlu, Peker, Akbaba, 
& Pepsoy, 2012; Hamer & Konijn, 2015; Del-
Rey, Lazuras, Casas, Barkoukis, Ortega-Ruiz, 
& Tsorbatzoudis, 2016), with Amos (Casas, 
Del Rey, & Ortega-Ruiz, 2013), and regression 
analyses using IBM SPSS (Ghamrawi, 
Ghamrawi, & Shal, 2016; Dilmaç, 2017; Cosma, 
Walsh, Chester, Callaghan, Molcho, Craig, & 
Pickett, 2020).

The second hypothesis was accepted, 
which showed that there was a negative effect 

of empathy on cyberbullying among students. 
Therefore this means that one of the factors 
that contribute to cyberbullying is empathy. 
36.9% of the variance of cyberbullying can be 
attributed to empathy, meaning the higher the 
score of empathy means the students have higher 
empathy. In contrast, low scores show that the 
students have low empathy. Therefore we can 
conclude that the higher empathy, the lower 
likelihood a person engages in bullying directly 
or online (cyberbullying).

There was an effect of empathy on 
cyberbullying, which is supported by research 
from Pfetsch (2017) that showed that a person’s 
abilities of empathy would affect their tendency 
to intimidate another person either directly or 
online. Furthermore, research from Barlinska, 
Szuster, and Winiewski (2015) showed that 
empathy makes a person not choose to engage 
in cyberbullying.

Other research by Del-Rey et al. (2016) 
showed that empathy consists of cognitive 
and affective components, which is essential 
in traditional bullying, however bullying in 
the cyber world, apart from gender, age and 
nationality can also affect cyberbullying. 
Research from Brewer & Kreslake (2015) also 
showed that empathy affects a person to engage 
in cyberbullying. Furthermore, research from 
Topcu & Erdur-Barker (2012) showed that 
affective empathy or cognitive empathy could be 
used as a mediator to prevent aggression in the 
cyber world. Furthermore, Schultze‐Krumbholz, 
Schultze, Zagorscak, Wölfer, and Scheithauer 
(2016) researched the effects of empathy training 
on cyber intimidation, and the results showed 
that increasing empathy makes people less likely 
to engage in cyberbullying. 

The effects of empathy on cyberbullying 
on students were caused by higher empathy 
among students, which made them have more 
tolerance and concern towards people’s needs of 
others and helps other people who are dealing 
with difficulties (Borba, 2002). Students who 
can feel the difficulties of other people would 
not spread negative rumors about other people 
on the internet to damage a person’s right name 
or reputation. Students who have abilities to 
express empathy tend to be able to take the 
perspective of other people easily. Students with 
higher empathy also can imitate the feelings and 
actions of imaginary characters. This process 
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would induce an emotional reaction and produce 
helping behaviors toward the victim, which 
would lead teenagers to be more understanding 
of the feelings of victims and teenagers and 
refrain from engaging in online aggression.  

The third hypothesis was rejected, which 
showed that there was no effect of self-esteem 
on cyberbullying among students. This meant 
that there was no effect of significance, power, 
virtue, and competence toward cyberbullying. 
Additionally, this implies that lower self-
esteem makes a person have higher tendencies 
to engage in cyberbullying. The results are 
different from past research. For example, Fan, 
Chu, Zhang, & Zhou (2016) showed that self-
esteem mediated narcissism and cyberbullying, 
which makes students have high self-esteem 
and also avoid cyberbullying behaviors. Other 
research has shown that self-esteem does not 
affect cyberbullying (Balakrishnan, 2018; You, 
Lee, & Kim, 2016). Other research has shown 
that self-esteem has a weak relationship with 
cyberbullying. 

The last hypothesis was accepted, namely 
that there was a negative effect of the school 
environment on cyberbullying among students. 
This meant that one of the factors that contribute 
to cyberbullying is the school environment. The 
variance of cyberbullying explained by the school 
environment is 29.1%, meaning that the higher 
the score indicated a better school environment 
and a lower score indicated a poor school 
environment. Therefore it can be concluded that 
the better the school environment, therefore the 
lower likelihood that a student would engage in 
cyberbullying directly or online (cyberbullying).

The existence of the effect of the school 
environment on cyberbullying is supported by 
research from Bayar & Ucanok (2012), who 
suggested that the school environment affects 
aggression in the cyber world. Other research 
has shown that the factors that affect bullying are 
the same as those that affect cyberbullying, both 
of which include school environment (Casas 
et al., 2013). The results of the research are in 
line with research form Narpaduhita & Suminar 
(2014), who found a negative relationship 
between positive perceptions of the school 
environment and cyberbullying. This indicates 
that a better school environment would lead 
to lower cyberbullying. Conversely, when the 
perception of the school environment is terrible, 

therefore this would be associated with higher 
cyberbullying, which means they would be more 
vulnerable to cyberbullying. 

The school is an external environment 
that is close to the students. School environment 
affected the levels of aggression. Whereby a 
positive school environment indicated a safe 
school for the physical and psychological 
development of the students. A positive 
school environment can reduce aggression. 
Schools can also be a conducive place when 
they provide a sense of security, comfort, are 
perceived as valuable and beneficial for the 
students. This favorable climate can prevent or 
reduce the likelihood of aggressive behaviors 
like cyberbullying to occur. Therefore, we can 
conclude that the better the school environment, 
therefore, the lower chances that a child would 
engage in bullying either directly or online 
(cyberbullying).

Schools can take a role in overcoming 
cyberbullying problems by implementing the 
cyberbullying treatment model from this study. 
The school can pay attention to important factors 
that can reduce the level of cyberbullying in 
students, especially the factors of empathy and 
the school environment. The school can train 
students to be able to empathize with their 
peers, train feelings of caring and sympathy 
which are oriented towards others and concern 
for the suffering experienced by others. In 
addition, it creates a safe and comfortable 
school environment so that every student in 
school feels calm, there are clear rules regarding 
violence in schools and the existence of teaching 
conflict resolution and attitudes to cyberbullying 
behavior, creating good relationships between 
students and teachers and students and their 
peers. The school, through supportive teachers, 
can provide the right response in dealing with 
student creativity so that students can develop 
creativity and innovation in the real world, so 
that students learn actively and collaboratively 
and can encourage student interaction.

 
CONCLUSION

Based on the results of the analyses, the 
model of cyberbullying had a good fit, and 
this was following the empirical data. The 
first hypothesis showed that the model using 
empathy, self-esteem, and school environment 
in affecting cyberbullying had a good fit. The 
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second hypothesis has shown a significant 
result, namely an adverse effect of empathy on 
cyberbullying, which explained 36.9% of the 
variance on cyberbullying. This indicates that the 
higher the empathy, the lower the cyberbullying 
on students. Conversely, the lower the empathy, 
the higher the cyberbullying.  

The third hypothesis showed no significant 
results. Namely, the effect of self-esteem toward 
cyberbullying was not supported by the data. 
This indicates that the lower the self-esteem, the 
higher the cyberbullying among students. The 
fourth hypothesis showed a significant result, 
namely that there was a negative effect of the 
school environment on cyberbullying with a 
29.1% variance explained by the model. This 
indicates that the better the school environment, 
the lower the cyberbullying among students, 
and conversely, a poor school environment 
would lead to more cyberbullying among 
students. Recommendations to the school that 
cyberbullying models are valid, therefore this 
model can be used as a reference for resolving 
the problems of cyberbullying at Vocational High 
School students with attention to the factors that 
proved to influence
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